Abstract-Cryptography and encryptions, these terms are now-a-days have an unseen impact in the emerging field of network and its security. As security of data on any kind of system has became the first priority for the organization, the methods which are used to ensure security not only need to be strong and efficient, but should also be easy to execute and implemented. With progress in technology, encryption came up with a big boom, taken as a weapon of ultimate security. It is an earliest art and it is defined as the science of writing in secret code. Basically, the cryptography algorithms are categorized into two types on the basis of key management, which are key-oriented and keyless encryption algorithms. The prime goal leading the design of an encryption algorithm must provide security against unauthorized attacks. Key-oriented algorithms are very efficient but they were very bulky to manage as key handling must be done. Due to the great overhead, keyless algorithms seem an attractive option. But what about security by keyless, here is the solution-KUDOS encryption, which is a keyless security algorithm to provide ultimate security at the one level above of key-oriented.
it to a chaotic state, so that the real information is hard to extract during transfer over any unsecured channel [4] . Latest advancements in technology and new concepts like quantum cryptography have added a complete new dimension to data security. The strength of this cryptographic technique comes from the fact that no one can read (or steal) the information without altering its content. This alteration alerts the communicators about the possibility of a hacker and thus promising a highly secure data transfer [5] . Due to this advantage, quantum cryptography has grasped a great deal of attention and huge amount of research is being carried out on it for safeguarding of business-critical data.
During the course of time, various encryption algorithms have been developed to achieve the ultimate aim of safe environment for information transmission. However, the principal objective guiding the design of an encryption algorithm must be security against all possible unauthorized attacks. However for all practical applications, performance and the cost of implementation are also important concerns. The best cryptographic algorithm is the one that strikes a good balance between security and performance [6] .
Apart from the well known division of private-key and public-key cryptography, there is another way to categorize the encryption process depending upon the input size. One approach encrypts data bit wise i.e. one unit at a time. The second approach takes a block of data and encrypt in it one go. The former is called stream cipher and latter is called block cipher. Block encryption is the faster way but produces same ciphertext for the same plaintext and encryption key [7] . However stream ciphers does not have any such pitfall and is considered more secure. Stream ciphers have lower hardware complexity as compared to block ciphers. An important point to note is not to use the same starting state twice. Though stream ciphers are comparatively take more time to process and hence are not widely used in real time applications [8] . Most of the cryptographic algorithms fall into either of these two categories, but the algorithm proposed here uses a combination of stream and block ciphers. The proposed algorithm is known as Keyless User Defined Optimal Security (KUDOS). As the name suggests, KUDOS algorithm is keyless because there is no key involved in the encryption process. Only sequence counters are used. The sequence counters have a definite start point and a particular increment value. The sequences are merged with the actual data at a particular level (described later) and encrypted data then replaces original data.
As the KUDOS is user defined, the user can select the starting of the sequence. There are sequence counters on each and every level with different type of increment value. User can define his/ her own counter number from which the counter will start, and then this information will be packed in a packet and appended to the encrypted data. If user does not define anything about the start point of sequence counter, then default values will be taken and there will be no need to append anything to the encrypted data. That"s why it is called user defined algorithm.
II. PPROPOSED SYMMETRIC KEY ALGORITHM
The KUDOS cryptographic algorithm basically falls under the symmetric encryption i.e. the same key is used at both ends to encrypt and decrypt the data. However, KUDOS actually depends on the sequence counter instead of the encryption key. The major benefit of using KUDOS over other encryption algorithms is its power of customization. The user can manipulate the sequence counter according to his needs; whether he wants it to be simple and faster or hard to crack and secure.
Sequence counter-The first thing which is new in the encryption scheme is sequence counter, which is used to provide the dynamic behaviour while converting the characters from one form to another. Sequence counters are the imposed temporary key to alter the characters and bits in the original data. The sequence is applied to the chosen number of data bits and the sequence number changes according to an algorithm which needs not to be saved or transferred over the network.
Suppose we have an ASCII sequence of characters: 65, 68, 121, 65, 98, 99 And we add an odd no. sequence counter to it. 11, 13, 15, 17, 19, 21 Now suppose add operation is used for them, so solution will be 76, 81, 136, 82, 117,120 Data is completely changed and it is more powerful than a simple ceaser cipher. We only need to know the first character of the sequence and it need not to be transferred over the network.
The sequence counters in the proposed algorithm are used at following levels:
Block level-This is the uppermost level where blocks characters of a single block or line are transposed according to the sequence counter.
Character level-Every character have an equivalent ASCII value, which can be merged with the sequence counter. The example above given in of this category. Binary level -The binary level is lowermost level. The calculation done here is totally is in form of 0 and 1. Bit level calculation provide more security because its effect are visible to all the level above it include character level.
In the proposed algorithm we have used both stream cipher and block cipher to enhance the security by using advantages of both i.e. high diffusion and bit level security.
III. EENCRYPTION PROCEDURE OF KUDOS
KUDOS is based on the idea of maintaining a balance between security and speed of the encryption algorithm. In this algorithm, we have taken two predefined stacks along with a logic based lookup concept. The first stack holds the information about the sequence counter implemented by the user. Whereas the other stack maintains the record for the data on which encryption has to be performed. The encryption process is of five steps; and four out of these five steps can be customized. Only step 2 cannot be altered by the user. The encryption process does a variety of binary operations like Shift Left Operation on the message for protecting it against unauthorized attacks. In this operation, bits are shifted left to one place and Most Significant Bit (MSB) is placed to Least Significant Bit(LSB) as shown in the diagram below [9] . separated by a full stop. The user has the option of choosing the sequence counter for transposition of characters. This sequence number must be a positive whole number. The shift-right operation is used here for transposing the characters. The first line characters are transposed using the sequence counter and the next line characters are transposed by incrementing the sequence counter by one. If the user opts not to choose the sequence number, the default sequence number 1 is selected. Suppose the value for first line is 1, for second line will be 2, and so on. If user specifies it as 5, value for first line will be 5, for second line it will be 6, for third line 7 etc. This step is categorized under block level encryption. 2) This part of encryption is user independent and is a block level encoding. Here, two strings of equal length are chosen from the text file and are shuffled. The shuffling takes place by placing one character of first string followed with one character from second string; and so on. 3) The next step is the stream encryption of the plaintext.
The output from the previous step is taken as the input.
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Character by character is read and then transformed into ASCII code. The ASCII value of each character is then incremented by some random number (sequence counter). This is the second sequence counter that user can pick. 4) Now, the input character from last step is converted into 8-bit binary number. Here a block of 64 bits are taken into account and then a dynamic sequence counter is decided by the user. Then shift-left operation is performed on this 64-bit data based on the opted sequence counter. For example: 1 shift-left operation for first block, 4 shifts for second block, 9 shifts for third block, and so on. 5) The encryption process is continued on next step on the base of compliment. A sequence counter is decided to work on the 8-bit level of intermediate ciphertext. A sequence of bits will be complemented and the next block of same number of bits will remain unaffected. For example: First 2 bits will be complimented, then next 2 bits remain same; then next 4 bits are complimented and the next 4 bits remain unchanged. This sequence counter is also identified by the end user, hence customizing the whole encryption process according to his particular needs. 6) The steps 1 to 5 are repeated till the input plaintext is changed into the ciphertext. The whole encryption process contains five steps, four of which can be altered by the user. The system doesn"t have any encryption key, though the sequence counter is opted by the user serves as the key. The total length of sequence counter is 4 bytes, one byte for each encryption step. The combination of four sequence-counters is treated as the encoding key. If the user chooses to customize the sequence counters, the combined key will be sent along with the data for decryption at other end. Else, the default sequence counters will be used for encryption. Key customization by user will help the users to adapt to the cryptosystem efficiently; and he can choose between power and speed of the algorithm to better secure the data in an efficient way.
IV. DECRYPTION PROCEDURE OF KUDOS
As the KUDOS cryptosystem is based on symmetric encryption, the decryption process in this algorithm is exactly the reverse of the encryption. The appropriate sequence counters are identified from the given sequence table for various steps of decryption. 
V. IMPLEMENTATION LANGUAGES FOR KUDOS
The algorithm has been implemented in Java and it can be implemented in any language that supports Unicode system like C or C++.
VI. PERFORMANCE EVALUATION
The basic idea behind developing a cryptographic algorithm is defense provided to the data being transferred across an untrusted link. The adaption of any encryption algorithm depends upon the tradeoff between security and speed [10] . If the algorithm offers great speed with greater protection against unauthorized attacks, it is widely accepted. Cryptosystems developed on the concept of block encryption suffered from the problem of producing the same output for same input and same encoding key; which make them vulnerable to "replay attacks" [11] . However, stream ciphers suffer from speed issues as they take a lot of time for execution [12] . KUDOS partially uses both block and stream ciphers; thus reaping benefits of both and excluding disadvantages.
Encryption at three levels i.e. block level, character level and binary level boosts safety three times of other popular algorithms. Moreover, as the user can change the sequence-counters on his/ her wish every time before sending data; hence provides more flexibility and additional security to the business critical data. One of the most popular attack is the Brute-force attack, in which all possible combinations of key are tried to deduce the secret key [13] . Three levels of encoding make it harder to crack even using brute-force attack. Another remarkable approach used in KUDOS encryption algorithm is error control mechanism. The algorithm can be implemented with or without error control. In error control mode, the algorithm keeps track of the character transposition because some letters may be converted to special symbols or to other letters. Experiments show that KUDOS is 99.96% free of errors, hence maximizing defense of data.
KUDOS algorithm is pretty fast because of code optimization techniques employed in the programming. Especially loop optimization is done because loops consume maximum time of any program. The encryption and decryption timings for the KUDOS cryptosystem has been observed and listed in the following table: The memory requirements for KUDOS are low as well. The maximum size of sequence counter to store is 4 bytes of Integer value. The overhead of handling and storing sequence counters is very less. Hence, KUDOS provides superior security with greater speed and minor overhead as compared to established encryption standards.
VII. CONCLUSION
The algorithm proposed in this paper is Keyless User Defined Optimal Security Encryption (KUDOS) is based on the concept of user customization. The algorithm doesn"t use the traditional approach of using an encryption key; but defines a series of sequence-counters for encoding. The cryptosystem gives extra power to the user i.e. to choose the sequence-counters. Thus it is up to the user to maintain a balance between speed and security provided by the algorithm. The user can increase or decrease security and speed depending upon his/ her needs. The cryptographic algorithm is based partially on both stream and block encryption, hence the output of same input block over same input sequence-counter is dissimilar and provides enhanced security. Moreover, for security enhancement, the encryption is done at three levels: block level, character level and bit level. It makes it more complicated and harder to break even with default values of sequence counters. Error control mechanisms can be used to safeguard the data against The KUDOS encryption algorithm is successfully tested on text data. KUDOS efficacy in text data encryption along with its supreme security; seems like an answer to the future encryption issues.
Future development will include: 1) Implementation of KUDOS for image and audio data. 2) Hardware realization of KUDOS. 3) Usage of compression technique along with encryption procedure. 
